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- Develop Inoculation Messages

- Identify Trusted Messengers

- Apply Threat Aassification Model
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I’m going to be giving a brief overview today of these topics: definitions, filling data voids, inoculation messaging, trusted messengers and applying a threat classification model. I’ll be diving into more detail during the breakout and also going over a case study that covers how these concepts work in the wild.
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MISINFORMATION

n. Information whose inaccuracy is [lglgitsgiifelge!
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I’d like to begin with some basic definitions.

You’ve probably heard this term before, but because it gets thrown around in all kinds of weird ways, I want to first clarify that this term -- misinformation -- is information whose inaccuracy is unintentional. 

So, as an example, think about a reporter who doesn’t check his or her sources and gets it wrong, or a relative on Facebook who posts about something he heard and is worried about, but it ends up not being true. These people aren’t trying to intentionally mislead you. But the information they present is nevertheless inaccurate. 
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DISINFORMATION

n. Information that Is

sl eits\false or misleading
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Disinformation is different.

It’s information that is deliberately false or misleading. If you look back to 2016, an example of disinformation that stands out is the Internet Research Agency or the IRA. This was Russia’s troll farm that churned out content and memes with an overarching goal in mind - and that was to help suppress the vote of potential Hillary Clinton supporters, and generally sow chaos and confusion in our democratic process.  

So, in other words, disinformation is about different actors deliberately trying to manipulate your understanding of what’s true and what’s not in order to achieve a particular end. 
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DISINFORMATION PLAYBOOK

What can you do now to cultivate resilience to potential
Information threats?

In the moment, how can you act in a way that minimizes
the impact of an information threat?
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Misinformation and disinformation will likely play some role in the 2020 Census. 

BUT it’s hard to know in advance exactly how or to what extent. Disinformation is notoriously difficult to predict. Technologies change over time, creating new technical and social vulnerabilities that can be exploited. And adversaries adapt their tactics in response to these changes. So, in short, any coordinated disinformation campaigns we might see in 2020 will be different from those we saw in 2016. And we can’t, therefore, simply optimize our approach to the lessons of 2016 and call it a day; this is a problem we’re going to have to be constantly studying and adapting to.
 
Nevertheless, there are a number of things we can do now to build resilience to mis- and disinformation. 

And we can cultivate the protocols, structures, instincts and relationships that will help us act in the moment in a way that minimizes the impact of these threats.  
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FILL DATA VOIDS

“Census” Is a

‘data void.’
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A good place is to start is to recognize that “Census” is what we call a data void. And what we mean by that is that relatively speaking, there’s not a lot of content about the census online. So when people search for the term “census,” bad actors have an opportunity to create false, manipulative content about the count for the search engine to return. Bad actors in this case are filling the void with disinformation.
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| the census |

Just Say NO to the Census (and Government)
FreeKeene « 76K views - 8 years ago

If you want the government people to leave you alone you have to stop obeying them. This is a tough
thing to do, and it's silly to ...

The 2020 Census is at risk. Here are the major consequences
PBS MewsHour @ 287K views = 10 manths ago

Data collected by the U.S. Census Bureau every 10 years is used to draw voting districts and determine
how much funding to give ...

cc

The Census Is Getting Personal
minivanjack = 2M views - 8 years ago

Uninformed Census Workers who want to post "We don't ask those questions” will be omitted from
comments. You have not done ...
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To elaborate: During the last decennial census, the Internet was a very different place. YouTube, for example, was barely a thing. 

And as a result, ten years on there’s not a lot of census content for YouTube to surface when people search for information about it on the platform. Which is why, just a few months ago, the top return for a YouTube search on the census encouraged folks to ‘just say no’ to the count. 
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FILL DATA
VOIDS

. If you're producing a
pamphlet for the local library, make a copy available on
your website.

. Google, YouTube, and
other algorithmic systems don’t know that your online
content is critical to the Census unless you tell them.

. Coordinate messaging with
local partners and develop a communications calendar.
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So, when thinking about preparation, it’s really crucial to fill this type of data void. And you can do that by putting all of your census content online. That may include ads for TV, or pamphlets for local libraries -- put it all online, so when people search for information about the count, they can find your city’s content and not disinformation.

Also, make sure that you’re optimizing your content for search engines. Put “Census” and other relevant keywords in your web page’s titles, so Google, YouTube and other platforms know to surface your stuff.

Additionally, you can create a drumbeat by coordinating your messaging with local partners. This is actually something media manipulators do to push out a disinformation campaign -- they echo each other online -- so you might as well use this tactic for good and try to beat them at their own game.
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City of

: : SERVICES ¥ PROGRAMS & INITIATIVES NEWS & EVENTS PUBLICATIONS & FORMS
Philadelphia

Philly Counts 2020

Ensuring that every Philadelphian is counted in
the 2020 Census.

About

Philly Counts 2020 is the City's effort to support the next United States Census. By working closely with
community members and partners, this program aims to:

* Increase understanding about the importance of the census.
¢ Educate the public on how to participate.
* Ensure responses from the public for a fair and accurate count.

Connect

B census@phila.gov
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And I just want to give a shout-out to Philadelphia for their Philly Counts website. This is a great example of filling the census data void with quality content.




.

DEVELOP
: Preview the motivations driving the
INOCULATION disinformation
MESSAGES
. State the falsehood you intend to
iInoculate against
. Deliver factual information to
combat the falsehood
DATA& Credits: Spitfire Strategies
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Another thing to do on the preparation front is to develop inoculation messages. Disinformation is a lot harder to debunk if it’s the first information a person receives. And so creating inoculation messaging early is crucial to arming audiences with the factual information they need to withstand any kind of attempt to undermine it down the road.

So, some of you are probably wondering: what is inoculation messaging? Well, unlike a “myth vs. fact” approach, which pits two opposing versions of a narrative against each other, inoculation messaging primes an audience for why someone would spread harmful and false information, and then delivers the factual information. It’s like a vaccine, injecting a low dose of a harmful disease, so that a person can develop antibodies that protects him or her from that disease in the future.
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DEVELOP
INOCULATION
MESSAGES
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“Politically-motivated groups are
discouraging people in our city from
participating in the census. Anyone who is
urging you to not fill out the census is
actually trying to suppress the count and
deprive our community of rights and
services. Census data helps distribute more
than $800 billion in federal funding for
services and resources, and provides accurate
representation in Congress for everyone
living in the US. Everyone should fill out the
census as completely as they can.”


Presenter
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And here’s an example: “Politically-motivated groups are discouraging people in our city from participating in the census. Anyone who is urging you to not fill out the census is actually trying to suppress the count and deprive our community of rights and services. Census data helps distribute more than $800 billion in federal funding for services and resources, and provides accurate representation in Congress for everyone living in the US. Everyone should fill out the census as completely as they can.”

One thing to be aware of when developing inoculation messages is to avoid language that could trigger a counter response. That include terms adversarial groups might use and look for, such as “alt-right trolls.”





IDENTIFY TRUSTED
MESSENGERS

When a problematic narrative or hashtag starts
trending, trusted messengers play a crucial role in
spreading inoculation or balance messages.

Credits: llana Panich-Linsman for The New York Times
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So, preparing your offices to spread inoculation messages is really important. But there’s only so much you, in your official capacities, can do to inoculate against harmful narratives. Therefore, you might consider expanding your messaging capabilities by creating a network of trusted messengers who can counter disinformation and spread the word about why participation is so important.

This is Martha Sanchez, a local leader with the advocacy group LUPE in Hidalgo County, Texas. The New York Times recently wrote about these census bingo nights that she organizes where she hands out cards that counter the concerns Hispanic residents might have about participating in the count. She is definitely a “trusted messenger” the mayor of McAllen, for instance, should have in his network.

I also want to stress that in addition to trusted messengers, it’s also really important to know who the adversarial amplifiers are within your community, so that you can quickly do a scan when problematic content starts gathering steam and see if it's reached any people who hold a lot of influence.


APPLY THREAT
CLASSIFICATION
& DETERMINE
RESPONSE

Questions to consider:
e Has problematic content jumped
from one platform to another?
e Has it reached one of your
community’s key amplifiers?
e Has it sparked offline action, e.g.
rallies or marches?
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THREAT CHARACTERISTIC RESPONSE
LEVEL
Low Low spread (disinformation element is isolated to a - Ongoing monitoring &
single community or platform), low volume analysis
- Do not engage with messaging
Medium Social media traction (spread to more than one - Respond within platform
platform), high volume, high velocity, reached an - Inoculation messages
influencer within a specific community or an - Strategic engagement of
adversarial amplifier on the topic, has prompted specific, community
media coverage, hyperpartisan media attention, journalists/trusted messengers
members can confirm presence of disinfo spread
within communities
High Spread through multiple platforms, high - Networked response

engagement, members confirm spread of disinfo
within communities, evidence of artificial
amplification, evidence of foreign interference

- Engage mainstream
journalists, trusted community
messengers and partisan
journalists
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I want to move now from preparation to some recommendations for responding to disinformation as you encounter it. And to that end, really no concept is more important than amplification -- or the idea that calling attention to disinformation gives it oxygen and, thus, helps it flourish.

So, the key point to remember here is that any time we publicly address disinformation, even to refute it, we run the risk of amplifying it. Therefore, to minimize the potential harm of giving disinformation this unnecessary oxygen, it’s helpful to think about responding by using this threat classification model.




APPLY THREAT
CLASSIFICATION

THREAT LEVEL CHARACTERISTIC* m

Low Low spread » Ongoing monitoring
(disinformation element and analysis
is isolated to a single « Do not engage
community or platform),
low volume
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Beginning with the green row of the model, we see that if problematic content is defined by low online traction and low engagement -- maybe it’s only on Facebook, maybe it only has a few shares -- that means the content only poses a minimal threat. And so, responding to it here in a public way -- like, say, talking to journalists about it -- will only serve to bring that content more attention and legitimacy. So, it’s best to just not engage with disinformation in this category, but to instead keep monitoring it.
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APPLY THREAT
CLASSIFICATION

Medium
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Social media traction (spread
to more than one platform),
high volume™**, high velocity,
reached an influencer within
a specific community or an
adversarial amplifier on the
topic, has prompted media
coverage, hyperpartisan
media attention, members
can confirm presence of
disinfo spread within
communities

Respond within
platform

Inoculation
messages
Strategic
engagement of tech
media platforms
Strategic
engagement of
specific, community
journalists/ trusted
messengers
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If traction starts to pick up -- perhaps the content jumps from one platform to another, or a key influencer starts talking about it -- the threat level then moves to the yellow category. And here, you might consider strategically engaging with inoculation messages. So, what do I mean by “strategic engagement?” Mainly, I mean curbing your responses to only those platforms where the content is spreading. If a particular piece of mis- or disinformation is only circulating in WhatsApp, for example, you should just respond in WhatsApp; don’t tweet out your response and, thus, introduce the disinformation to a whole new set of people.
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APPLY THREAT
CLASSIFICATION

THREAT LEVEL CHARACTERISTIC RESPONSE

High Spread through multiple + Networked response
platforms, high * Engage mainstream
engagement, members journalists, trusted
confirm presence of community
disinfo spread within messengers and
communities, evidence partisan journalists
of artificial amplification, < Engage social media
evidence of foreign platforms
interference
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And then finally, once mis- or disinformation reaches the red category a more coordinated and full-throated communications response becomes necessary. Red-level threats are generally characterized by high online engagement and mainstream news coverage. 







APPLY THREAT
CLASSIFICATION
& DETERMINE
RESPONSE

Questions to consider:
e Has problematic content jumped
from one platform to another?
e Has it reached one of your
community’s key amplifiers?
e Has it sparked offline action, e.g.
rallies or marches?
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THREAT CHARACTERISTIC RESPONSE
LEVEL
Low Low spread (disinformation element is isolated to a - Ongoing monitoring &
single community or platform), low volume analysis
- Do not engage with messaging
Medium Social media traction (spread to more than one - Respond within platform
platform), high volume, high velocity, reached an - Inoculation messages
influencer within a specific community or an - Strategic engagement of
adversarial amplifier on the topic, has prompted specific, community
media coverage, hyperpartisan media attention, journalists/trusted messengers
members can confirm presence of disinfo spread
within communities
High Spread through multiple platforms, high - Networked response

engagement, members confirm spread of disinfo
within communities, evidence of artificial
amplification, evidence of foreign interference

- Engage mainstream
journalists, trusted community
messengers and partisan
journalists
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It’s important to note that this is an art, not an exact science. There are no universal standards for when something might move from green to yellow to red; you have to use your knowledge and expertise to establish bespoke escalation thresholds for your cities.

It’s also important to remember that the classification model is not just made up of online elements. If you’re seeing offline action, like rallies or religious events that start to incorporate harmful and false information, that could also play into whether you’re dealing with a green or a yellow-level threat. You know your communities best, so you’re in the best position to set your cities’ escalation thresholds.
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ACTIONS

- Put your Census content online so disinformation can’t fill the data void

- Develop inoculation messages to protect your constituents from
disinformation

- Implement the threat classification model to determine what kind of
response is warranted
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So, to sum up, here are a few actions you can do NOW to combat disinformation threats to the count: 

Put your census content online to fill the data void.

Develop inoculation messages, so people in your cities can recognize and fend off disinformation. 

And implement a threat classification model to help guide your responses in real time to disinformation.
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RESOURCES

- Primers on disinformation threats to the 2020 Census and disinformation
techniques

- Contextual document on amplification
- Tip-sheet on talking to journalists about the 2020 Census

- Guide to verifying online content
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Before I hands things over, I wanted to highlight a few of the resources we at Data & Society have created to help you prepare for and respond to disinformation. I have some of these items here with me, but I’m also happy to send these out to folks if you’re interested in learning more. We’ll talk about some of these in the upcoming breakout session.


THANK
YOU

Emma Margolin -
emma@datasociety.net
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